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(57) ABSTRACT

An observation unit of an authentication apparatus and an
observation unit of an authentication target apparatus
observe a radio wave from a common radio star at a common
observation time. A sending unit sends information message
including information on the observed radio wave, and an
information reception unit receives it. An estimation unit
estimates a position of the authentication target apparatus
based on “the information on the radio wave observed by the
observation unit” and “information on the radio wave
observed by the observation unit”. A retaining unit pre-
retains positions of one or more authentication target appa-
ratus(s). A determination unit checks whether a position of
the authentication target apparatus pre-retained in the retain-
ing unit and the estimated position correspond within a
predetermined error range, and settles authentication for the
information message as a success in a case where the
positions correspond.
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AUTHENTICATION SYSTEM,
AUTHENTICATION APPARATUS,
AUTHENTICATION TARGET APPARATUS,
AUTHENTICATION METHOD, METHOD OF
BEING AUTHENTICATED, PROGRAM AND
INFORMATION RECORDING MEDIUM

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an authentication system,
an authentication apparatus, an authentication target appa-
ratus, an authentication method, a method of being authen-
ticated, a program for realizing those on a computer, and a
computer-readable information recording medium for
recording the program.

Particularly, the present invention relates to an authenti-
cation system, an authentication apparatus, an authentication
target apparatus, an authentication method, and a method of
being authenticated which are suitable for authenticating an
authentication target apparatus by comparing a position of
the authentication target apparatus estimated by observing a
radio wave from a common radio star at a common obser-
vation time, with the real position of the authentication
target apparatus, and a program for realizing those, and a
computer-readable information recording medium for stor-
ing this program.

2. Description of the Related Art

Conventionally, in the field of information communica-
tion technologies, authentication techniques for confirming
who is the message creator or message sender have been
researched. Nowadays, signature authentication systems and
encryption communication systems using public key
encryption are becoming widespread.

In the meantime, attempts have been made to receive
radio waves radiated from radio stars such as quasars, and
maser radio sources (including water maser radio source,
ammonia maser radio source, and methanol maser radio
source) using a VLBI (Very Long Baseline Interferometry)
and utilize the received radio waves in various technical
fields. There are advantages that signals received by a VLBI
have ideal complete randomness, and that radio waves from
radio stars can be received at every point on the earth (note
that radio waves from some kinds of radio stars can be
received at every point as long as the point exists on a
surface facing toward the radio stars).

Therefore, techniques using a VLBI for measuring a
relative positional relation between a point and another point
on the earth are gradually put into practical use.

However, in the field of information communication
technologies, a more secure authentication technique that
can prevent “pretending” is required. Especially, in today’s
situation where information are exchanged over the boarders
so often, more security is required for secret information
sent to the Japanese government and Japanese companies
from overseas.

SUMMARY OF THE INVENTION

The present invention was made to solve the above
problem. Therefore, it is an object of the present invention
to provide an authentication system, an authentication appa-
ratus, an authentication target apparatus, an authentication
method, and a method of being authenticated which are
suitable for authenticating an authentication target apparatus
by comparing a position of the authentication target appa-
ratus estimated by observing a radio wave from a common
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radio star at a common observation time, with the real
position of the authentication target apparatus, a program for
realizing those on a computer, and a computer-readable
information recording medium for storing this program.

To achieve the above object, the following invention is
disclosed in accordance with the principle of the present
invention.

An authentication system according to a first embodiment
of the present invention is an authentication system which
comprises an authentication apparatus and an authentication
target apparatus both of which observe a radio wave from a
common radio star at a common observation time. The
authentication system works as follows.

The authentication apparatus observes a radio wave from
the common radio star at the common observation time.

On the other hand, authentication target apparatus
observes a radio wave from the common radio star at the
common observation time, and sends an information mes-
sage including information on the observed radio wave to
the authentication apparatus.

Further, the authentication apparatus receives the infor-
mation message sent from the authentication target appara-
tus, estimates a position of the authentication target appa-
ratus with respect to the authentication apparatus, based on
“‘the information on the radio wave observed by the authen-
tication target apparatus’ included in the received informa-
tion message” and “information on the radio wave observed
by the authentication apparatus”, and settles authentication
for the information message as a success in a case where a
position of the authentication target apparatus which is
retained in the authentication apparatus in advance and the
estimated position of the authentication target apparatus
correspond to each other within a predetermined error range.

In the authentication system according to the present
invention, “the common observation time and/or the com-
mon radio star” may be designated by a preparation message
which is to be sent from the authentication apparatus to the
authentication target apparatus in advance.

In the authentication system according to the present
invention, “the common observation time and/or the com-
mon radio star” may be designated by a preparation message
which is to be sent from the authentication target apparatus
to the authentication apparatus in advance.

In the authentication system according to the present
invention, number of the common radio star may be equal to
or greater than 2.

In the authentication system according to the present
invention, the common radio star may be a maser radio
source (including a water maser radio source, ammonia
maser radio source, and methanol maser radio source), or a
quasar.

In the authentication system according to the present
invention, in a case where the authentication for the infor-
mation message is settled as a success, the authentication
apparatus and the authentication target apparatus may per-
form encryption communication using an encryption key
which is designated in the information message.

In the authentication system according to the present
invention, in a case where the authentication for the infor-
mation message is settled as a success, the authentication
apparatus and the authentication target apparatus may per-
form encryption communication using a common key which
is selected in advance in association with the authentication
apparatus and the authentication target apparatus.

In the authentication system according to the present
invention, in a case where the authentication for the infor-
mation message is settled as a success, the authentication
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apparatus and the authentication target apparatus may per-
form encryption communication using a common key which
is generated from a public key shared between them, a secret
key owned by the authentication apparatus, and a secret key
owned by the authentication target apparatus.

In the authentication system according to the present
invention, the public key shared between the authentication
apparatus and the authentication target apparatus may be
generated from “information on a radio wave observed by
the authentication target apparatus”.

An authentication apparatus according to another aspect
of the present invention is the authentication apparatus
included in the authentication system described above.

An authentication target apparatus according to another
aspect of the present invention is the authentication target
apparatus included in the authentication system described
above.

An authentication method according to another aspect of
the present invention is an authentication method of observ-
ing a radio wave from a radio star common to an authenti-
cation target apparatus at an observation time common to the
authentication target apparatus, and comprises an observing
step, an information receiving step, an estimating step, and
a determining step.

In the observing step, a radio wave is observed from the
common radio star at the common observation time.

In the information receiving step, an information message
sent from the authentication target apparatus is received.

In the estimating step, a position of the authentication
target apparatus is estimated based on ““information on a
radio wave observed by the authentication target apparatus’
included in the received information message” and “infor-
mation on the radio wave observed in the observing step”.

In the determining step, authentication for the information
message is settled as a success, in a case where a position of
the authentication target apparatus which is retained in
advance and the estimated position of the authentication
target apparatus correspond to each other within a predeter-
mined error range.

The authentication method according to the present inven-
tion may further comprise a preparation sending step. In the
preparation sending step, a preparation message for desig-
nating “the common observation time and/or the common
radio star” may be sent to the authentication target apparatus
in advance.

The authentication method according to the present inven-
tion may further comprise a preparation receiving step. In
the preparation receiving step, a preparation message for
designating “an observation time and/or a radio star” may be
received.

On the other hand, in the observing step, a radio wave
may be observed, in a case where the received preparation
message designates an observation time, by regarding the
designated observation time as the common observation
time, and in a case where the received preparation message
designates a radio star, by regarding the designated radio star
as the common radio star.

The authentication method according to the present inven-
tion may further comprise an encryption communication
performing step. In the encryption communication perform-
ing step, encryption communication may be performed with
the authentication target apparatus using an encryption key
which is designated in the information message, in a case
where authentication for the information message is settled
as a success.

The authentication method according to the present inven-
tion may further comprise an encryption communication
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performing step. In the encryption communication perform-
ing step, encryption communication may be performed with
the authentication target apparatus using a common key
which is selected in advance in association with the authen-
tication target apparatus, in a case where authentication for
the information message is settled as a success.

The authentication method according to the present inven-
tion may further comprise an encryption communication
performing step. In the encryption communication perform-
ing step, encryption communication may be performed with
the authentication target apparatus using a common key
which is generated from a public key shared with the
authentication target apparatus, a predetermined secret key,
and a secret key owned by the authentication target appa-
ratus, in a case where authentication for the information
message is settled as a success.

The authentication method according to the present inven-
tion may further comprise a public key generating step. In
the public key generating step, the public key shared with
the authentication target apparatus may be generated from
“information on a radio wave observed by the authentication
target apparatus”.

A method of being authenticated according to another
aspect of the present invention is a method of being authen-
ticated in which a radio wave is observed from a radio star
common to an authentication apparatus at an observation
time common to the authentication apparatus, and comprises
an observing step and a sending step.

In the observing step, a radio wave is observed from the
common radio star at the common observation time.

In the sending step, an information message including
information on the observed radio wave is sent to the
authentication apparatus.

The method of being authenticated according to the
present invention may further comprise a preparation send-
ing step. In the preparation sending step, a preparation
message for designating “the common observation time
and/or the common radio star” may be sent to the authen-
tication apparatus in advance.

The method of being authenticated according to the
present invention may further comprise a preparation receiv-
ing step. In the preparation receiving step, a preparation
message for designating “an observation time and/or a radio
star” may be received.

On the other hand, in the observing step, a radio wave
may be observed, in a case where the received preparation
message designates an observation time, by regarding the
designated observation time as the common observation
time, and in a case where the received preparation message
designates a radio star, by regarding the designated radio star
as the common radio star.

The method of being authenticated according to the
present invention may further comprise an encryption com-
munication performing step. In the encryption communica-
tion performing step, encryption communication may be
performed with the authentication apparatus using an
encryption key which is designated in the information
message, in a case where the authentication apparatus settles
authentication for the information message as a success.

The method of being authenticated according to the
present invention may further comprise an encryption com-
munication performing step. In the encryption communica-
tion performing step, encryption communication may be
performed with the authentication apparatus using a com-
mon key which is selected in advance in association with the
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authentication apparatus, in a case where the authentication
apparatus settles authentication for the information message
as a success.

The method of being authenticated according to the
present invention may further comprise an encryption com-
munication performing step. In the encryption communica-
tion performing step, encryption communication may be
performed with the authentication apparatus using a com-
mon key which is generated from a public key shared with
the authentication apparatus, a secret key owned by the
authentication apparatus, and a predetermined secret key, in
a case where authentication for the information message is
settled as a success.

The method of being authenticated according to the
present invention may further comprise a public key gener-
ating step. In the public key generating step, the public key
shared with the authentication apparatus may be generated
from “information on the radio wave observed in the observ-
ing step”.

A program according to another aspect of the present
invention is for controlling a computer to serves as the
authentication apparatus described above, and for control-
ling a computer to execute the authentication method
described above.

A program according to another aspect of the present
invention is for controlling a computer to serve as the
authentication target apparatus described above, and for
controlling a computer to execute the method of being
authenticated described above.

A computer-readable information recording medium (in-
cluding a compact disk, a flexible disk, a hard disk, a
magneto-optical disk, a digital video disk, a magnetic tape,
or a semiconductor memory) according to another aspect of
the present invention stores each of the above described
programs.

This information recording medium may be distributed or
sold independently from a computer. Or, each of the above
described programs itself may be distributed or sold via a
computer communication network such as the Internet.

BRIEF DESCRIPTION OF THE DRAWINGS

These objects and other objects and advantages of the
present invention will become more apparent upon reading
of the following detailed description and the accompanying
drawings in which:

FIG. 1 is an exemplary diagram showing a schematic
structure of an authentication system according to an
embodiment of the present invention;

FIG. 2 is a flowchart showing the flow of a process for
authenticating and a process for being authenticated, accord-
ing to an embodiment of the present invention;

FIG. 3 is an explanatory diagram schematically showing
common wavefront delay lines of a radio wave from a radio
star;

FIG. 4 is an explanatory diagram schematically showing
common delay time ratio lines of a radio wave from a radio
star;

FIG. 5 is a diagram showing results of calculating two-
dimensional fast Fourier transform whereby delay and delay
time ratio can be obtained;

FIG. 6 is an explanatory diagram showing the relationship
among a common wavefront delay line, a common delay
time ratio line, and an estimated position; and

FIG. 7 is an exemplary diagram showing a schematic
structure of an authentication system according to another
embodiment of the present invention.
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DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

Embodiment of the Invention

An embodiment of the present invention will now be
explained below. The embodiment to be described below is
for an explanatory purpose, and not for limiting the scope of
the present invention. Accordingly, even if those skilled in
the art can employ an embodiment where individual ele-
ments or all of the elements included in the embodiment to
be described below are replaced with equivalents of those,
such an embodiment is also regarded to be included in the
scope of the present invention.

FIG. 1 is an exemplary diagram showing a schematic
structure of an authentication system according to an
embodiment of the present invention. FIG. 2 is a flowchart
showing a process for authenticating and a process for being
authenticated, which are to be performed in the authentica-
tion system shown in FIG. 1. The following explanation will
be done with reference to those diagrams.

An authentication system 101 comprises an authentica-
tion apparatus 131 and an authentication target apparatus
151. The authentication apparatus 131 observes a radio wave
from a radio star which is the same radio star whose radio
wave the authentication target apparatus 151 observes, at the
same time as the authentication target apparatus 151
observes it.

The authentication apparatus 131 comprises an observa-
tion unit 132, an information reception unit 133, an estima-
tion unit 134, a retaining unit 135, a determination unit 136,
and a preparation sending unit 137.

The authentication target apparatus 151 comprises an
observation unit 152, an information sending unit 153, and
a preparation reception unit 154.

First, the preparation sending unit 137 of the authentica-
tion apparatus 131 sends a preparation message for desig-
nating an observation time and a radio star, to the authen-
tication target apparatus 151 (step S201).

The observation time needs to be such a time as behind
the time of sending the preparation message, by a period of
time which is required for getting the authentication appa-
ratus 131 and the authentication target apparatus 151 ready
for observation. However, it is preferable that the period of
time which elapses from the message sending time is as
short as possible.

As described above, a maser radio source (including a
water maser radio source, ammonia maser radio source, and
a methanol maser radio source), or a quasar can be desig-
nated as a radio star. The number of radio star which is to be
designated is not limited to one, but may be plural.

On the other hand, the preparation reception unit 154 of
the authentication target apparatus 151 receives the prepa-
ration message for designating an observation time and a
radio star sent in step S201, from the authentication appa-
ratus 131 (step S202).

The observation unit 132 of the authentication apparatus
131 observes a radio wave from the radio star designated in
the preparation message, at the observation time designated
in the preparation message (step S203).

And the observation unit 152 of the authentication target
apparatus 151 observes a radio wave from the radio star
designated in the preparation message, at the observation
time designated in the preparation message (step S204).
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The observation unit 132 of the authentication apparatus
131 and the observation unit 152 of the authentication target
apparatus 151 refer to their respective reference clocks (not
illustrated). Therefore, both can observe the radio star at the
correct time.

Accordingly, the authentication apparatus 131 and the
authentication target apparatus 151 observe a radio wave
from the same radio star at the same observation time.

Then, the information sending unit 153 of the authenti-
cation target apparatus 151 sends an information message
including information on the observed radio wave, to the
authentication apparatus 131 (step S205).

The information reception unit 133 of the authentication
apparatus 131 receives the information message sent from
the authentication target apparatus 151 (step S206).

Then, the estimation unit 134 of the authentication appa-
ratus 131 estimates the position of the authentication target
apparatus 151 with respect to the authentication apparatus
131, based on the “information on the radio wave observed
by the authentication target apparatus 1517 which is
included in the information message received in step S206,
and based on information on the radio wave observed by the
observation unit 132 of the authentication apparatus 131
itself (step S207).

Due to this, the authentication apparatus 131 can authen-
ticate whether or not the information message was sent from
a specific coordinate position on the earth (the position of the
authentication target apparatus 151) at a specific time (the
common observation time).

The retaining unit 135 retains in advance, positions of one
or more authentication target apparatus(s) including the
authentication target apparatus 151 which the authentication
apparatus 131 is now authenticating.

The determination unit 136 determines whether the posi-
tion of the authentication target apparatus 151 retained in
advance in the retaining unit 135 and the position of the
authentication target apparatus 151 estimated in step S207
correspond to each other within a predetermined error range
(step S208).

In a case where both the positions correspond to each
other (step S208; Yes), the authentication for the information
message is settled as a success (step S209). Then, the
authentication apparatus 131 notifies the authentication tar-
get apparatus 151 that the authentication results in success
(step S210), and the authentication target apparatus 151
receives the notification that the authentication results in
success (step S211).

Thus, the process for authenticating and the process for
being authenticated are completed. Thereafter, the authen-
tication apparatus 131 and the authentication target appara-
tus 151 can start post-authentication processes (for example,
communication between them using encryption, to be
described later).

On the other hand, in a case where both the positions do
not correspond to each other (step S208; No), the authenti-
cation for the information message is settled as a failure
(step S212). The authentication apparatus 131 notifies the
authentication target apparatus that the authentication results
in failure (not shown), and the authentication target appa-
ratus 151 receives the notification that the authentication
results in failure (not shown). Thus, the process for authen-
ticating and the process for being authenticated are com-
pleted.

According to the present embodiment, authentication is
performed by estimating the position of the authentication
target apparatus 151 at a specific time, and comparing the
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estimated position with the already-known position of the
authentication target apparatus 151.

It is possible to perform similar positional estimation
using a radio wave from an artificial satellite for GPS
(Global Positioning System). However, if the administrator
of the artificial satellite has some freedom, he/she can forge
or tamper with information on observation of a radio wave.
On the other hand, according to the present embodiment,
since a radio star which is a natural heavenly body is used,
there is no possibility of forgery or tampering. Another
difference from the GPS is that reception of signals is
completely open and thus everyone can receive signals
freely.

Further, if someone tries to do “pretending” in the present
embodiment, he/she has to receive a radio wave from a radio
star at the designated observation time, at the location where
the authentication target apparatus 151 actually exists. How-
ever, movement higher than light velocity is impossible
according to the principle of relativity. Accordingly, it is
practically impossible for the pretender to receive a radio
wave from a radio star at the observation time at the location
where the authentication target apparatus 151 exists.

The principle of the position estimation technique using a
VLBI will be explained below in more detail.

Method of Position Estimation

FIG. 3 is an explanatory diagram schematically showing
common wavefront delay lines of a radio wave from a radio
star. The following explanation will be made with reference
to this diagram on the assumption that the earth is a sphere.

A radio wave radiated from a radio star 301 propagates its
wavefronts globularly from the radio star 301. Therefore, a
common wavefront arrives at a same time at points existing
on an intersection line 303 of “a plane perpendicular to ‘a
line 311 which joints the radio star 301 with the center of the
earth 302°” and “the surface of the earth 302”. Thus, this
intersection line 303 is called common wavefront delay line.
Common wavefront delay lines are arranged as concentric
circles with their centers on the line 311.

FIG. 4 is an explanatory diagram schematically showing
common delay time ratio lines of a radio wave from a radio
star. The following explanation will be made with reference
to this diagram.

The earth 302 rotates on its axis. Therefore, concentric
circles each made of points having a common delay time
ratio are arranged on an axis 313 perpendicular to a plane
which is trailed by “a line 311 which joints the radio star 301
with the center of the earth 302” and “a polar axis 312 of the
earth 302 (a line which joints the north pole and the south
pole)”. Each line 304 which joints those points having a
common delay time ratio is called common delay time ratio
line.

It is possible to obtain delay of the authentication target
apparatus 151 with respect to the authentication apparatus
131 and the delay time ratio, by getting information obtained
respectively by the authentication apparatus 131 and by the
authentication target apparatus 151 from concurrent obser-
vation of a radio wave to interfere with each other, and
applying fast Fourier transform to the result of the interfer-
ence to find out its peak.

Specifically, the observation result obtained by the
authentication apparatus 131 and the observation result
obtained by the authentication target apparatus 151 are
shifted with a time difference between them, and correlation
between them is obtained. Then, two-dimensional fast Fou-
rier transform in the direction of delay time axis and in the
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direction of delay time ratio axis is applied to the correlation
between them obtained at each time difference.

FIG. 5 shows results of calculating the two-dimensional
fast Fourier transform in the direction of delay time and in
the direction of delay time ratio. In FIG. 5, the axis of “A
delay time” represents the delay time axis, and the axis of “A
fringe frequency” represents the delay time ratio axis.

As shown in FIG. 6, a common wavefront delay line 303
which is the intersection line of a wavefront and the surface
of the earth corresponding to the obtained delay, and a
common delay time ratio line 304 which is the intersection
line of a wavefront and the surface of the earth correspond-
ing to the obtained delay time ratio intersect with each other
at points 305. Those intersection points 305 can be deter-
mined as the positions of the authentication target apparatus
151 on the surface of the earth. Such a method of estimating
the position of the authentication target apparatus 151 is
referred to as “wavefront synchronization method”.

In general, the lines have two intersection points 305.
Therefore, with reference to the position of the authentica-
tion target apparatus 151 which is retained in the retaining
unit 135 of the authentication apparatus 131, the position
indicated by one intersection point 305 that is more distant
from the retained position should be ignored, and the posi-
tion indicated by the other intersection point 305 that is
nearer to the retained position should be employed as the
estimation result.

If the position of the intersection point 305 obtained as
above corresponds to the position of the authentication
target apparatus 151 retrained in the retaining unit 135
within a predetermined error range, the radio wave infor-
mation sent from the authentication target apparatus 151 can
be authenticated as having been obtained from observation
made at the designated observation time at the position
where the authentication target apparatus 151 exists.

In the above explanation, it has been assumed that there
is only one radio star. However, if a plurality of radio stars
are utilized, the position of the authentication target appa-
ratus 151 can be estimated more accurately and precisely.

In a case where only a discrete radio source such as a
quasar is used, it is possible to forge radio wave observation
information which seems to be obtained at the right position
of the authentication target apparatus 151, using radio wave
observation information obtained at another position, by
getting information on a radio star and observation time in
advance and manipulating the reference clock with high
skills. Accordingly, “pretending” can not be prevented com-
pletely.

However, by using a maser radio source having a com-
plicated structure (such as a double-eyed structure, etc.) or
by using a plurality of radio stars existing closely to each
other in the celestial sphere, such “pretending” can be
counteracted. In a case where there are a plurality of radio
sources in the same direction when seen from the center of
the earth 302, it is impossible to forge phase shift even by
manipulating the reference clock, unlike the case of a
discrete radio source where there is only one radio source.
Therefore, it is impossible to forge radio wave observation
information which seems to be obtained at the position of the
authentication target apparatus 151 using radio wave obser-
vation information obtained at another position.

According to the present embodiment, a more secure
Space-Time Coordinate Authorization technique than con-
ventional ones can be realized.
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Another Embodiment

In the above described embodiment, the authentication
apparatus 131 gives designation of an observation time and
a radio star to the authentication target apparatus 151.
Contrarily, the authentication target apparatus 151 may give
designation of an observation time and a radio star to the
authentication apparatus 131. In this case, the preparation
sending unit 137 should be installed in the authentication
target apparatus 151, and the preparation reception unit 154
should be installed in the authentication apparatus 131.

Other than the above, an embodiment where the authen-
tication apparatus 131 designates a radio star and the authen-
tication target apparatus 151 designates an observation time,
and an embodiment reverse to this may be employable.

Another Embodiment

FIG. 7 is an exemplary diagram showing a schematic
structure of an authentication system according to another
embodiment of the present invention. The following expla-
nation will be made with reference to this diagram. The
present embodiment will explain how to perform data com-
munication using an encryption technique, after authentica-
tion ends up in success in the authentication system of the
above described embodiments.

The authentication apparatus 131 and the authentication
target apparatus 151 of the authentication system 101
according to the present embodiment comprise an encryp-
tion communication unit 631 and an encryption communi-
cation unit 651 respectively, in addition to elements same as
those in the above embodiments.

After authentication results in success, the encryption
communication unit 631 of the authentication apparatus 131
and the encryption communication unit 651 of the authen-
tication target apparatus 151 can perform encryption com-
munication according to the methods as below.

(1) First Method

The authentication target apparatus 151 includes encryp-
tion key information to be used for encryption communica-
tion in the information message, in addition to the informa-
tion on the observed radio wave. The authentication
apparatus 131 and the authentication target apparatus 151
perform encryption communication using this encryption
key.

(2) Second Method

The authentication apparatus 131 and the authentication
target apparatus 151 together select a common key in
advance between them secretly. The authentication appara-
tus 131 and the authentication target apparatus 151 perform
encryption communication using this common encryption
key.

(3) Third Method

In this method, a secret key A owned by the authentication
apparatus 131, a secret key B owned by the authentication
target apparatus 151, and a public key C obtained in accor-
dance with some kind of method, are used. For example,
since radio wave information obtained as a result of observ-
ing a radio star has an excellent characteristic as a random
number, radio wave information obtained by the authenti-
cation apparatus 151 from observation of a radio star can be
used as the public key C.

Now, an operation f which satisfies the following char-
acteristic will be considered.

B, 4, C)4, 1B, O))=Z
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Such an operation as this that has commutativity is widely
known in the field of public key distribution techniques.

The authentication apparatus 131 calculates f(A, C), and
sends it to the authentication target apparatus 151. The
authentication target apparatus 151 calculates f(B, f(A,
C))=7 using the received f(A, C) and B, thereby to obtain a
common key Z.

On the other hand, the authentication target apparatus 151
calculates f(B, C), and sends it to the authentication appa-
ratus 131. The authentication apparatus 131 calculates f(A,
f(B, C))=Z using the receives f(B, C) and A, thereby to
obtain the common key 7.

In this way, the authentication apparatus 131 and the
authentication target apparatus 151 can share the common
key 7. Therefore, in encryption communication, if a mes-
sage to be transmitted is encrypted using the common key Z,
both the authentication apparatus 131 and the authentication
target apparatus 151 can decrypt the message.

As an operation f having such a characteristic, f(x, y)=y*
mod p (X, y, and p are positive integers) can be considered.

As explained above, according to the present invention, it
is possible to provide an authentication system, an authen-
tication apparatus, an authentication target apparatus, an
authentication method, and a method of being authenticated
which are suitable for authenticating an authentication target
apparatus by comparing a position of the authentication
target apparatus estimated by observing a radio wave from
a common radio star at a common observation time, with the
real position of the authentication target apparatus, a pro-
gram for realizing those, and a computer-readable informa-
tion recording medium for storing this program.

Various embodiments and changes may be made there-
unto without departing from the broad spirit and scope of the
invention. The above-described embodiments are intended
to illustrate the present invention, not to limit the scope of
the present invention. The scope of the present invention is
shown by the attached claims rather than the embodiments.
Various modifications made within the meaning of an
equivalent of the claims of the invention and within the
claims are to be regarded to be in the scope of the present
invention.

This application is based on Japanese Patent Application
No. 2002-18810 filed on Jan. 28, 2002 and including speci-
fication, claims, drawings and summary. The disclosure of
the above Japanese Patent Application is incorporated herein
by reference in its entirety.

What is claimed is:

1. An authentication system comprising an authentication
apparatus and an authentication target apparatus both of
which observe a radio wave from a common radio star at a
common observation time,

wherein:

(a) said authentication apparatus observes a radio wave
from the common radio star at the common observation
time;

(b) said authentication target apparatus

observes a radio wave from the common radio star at the
common observation time, and

sends an information message including information on
the observed radio wave to said authentication appa-
ratus; and

(c) said authentication apparatus

receives the information message sent from said authen-
tication target apparatus,

applies two-dimensional fast Fourier transform in the
direction of delay time axis and in the direction of delay
time ratio axis to the information on the radio wave
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observed by said authentication target apparatus
included in the received information message and
information on the radio wave observed by said authen-
tication apparatus at each time difference,
estimates two intersection positions of a common wave-
front delay line and a common delay time ratio line on
the earth, from the peak of the result of the two-
dimensional fast Fourier transform, and
settles authentication for the information message as a
success in a case where a position of said authentication
target apparatus which is retained in said authentication
apparatus in advance and one of the estimated two
intersection positions correspond to each other within a
predetermined error range.
2. The authentication system according to claim 1,
wherein the common observation time and/or the com-
mon radio star is/are designated by a preparation mes-
sage which is to be sent from said authentication
apparatus to said authentication target apparatus in
advance.
3. The authentication system according to claim 1,
wherein the common observation time and/or the com-
mon radio star is/are designated by a preparation mes-
sage which is to be sent from said authentication target
apparatus to said authentication apparatus in advance.
4. The authentication system according to claim 1,
wherein number of the common radio star is equal to or
greater than 2.
5. The authentication system according to claim 1,
wherein the common radio star is a maser radio source
including a water maser radio source, ammonia maser
radio source, and methanol maser radio source, or a
quasar.
6. The authentication system according to claim 1,
wherein in a case where the authentication for the infor-
mation message is settled as a success, said authenti-
cation apparatus and said authentication target appara-
tus perform encryption communication using an
encryption key which is designated in the information
message.
7. The authentication system according to claim 1,
wherein in a case where the authentication for the infor-
mation message is settled as a success, said authenti-
cation apparatus and said authentication target appara-
tus perform encryption communication using a
common key which is selected in advance in associa-
tion with said authentication apparatus and said authen-
tication target apparatus.
8. The authentication system according to claim 1,
wherein in a case where the authentication for the infor-
mation message is settled as a success, said authenti-
cation apparatus and said authentication target appara-
tus perform encryption communication using a
common key which is generated from a public key
shared between them, a secret key owned by said
authentication apparatus, and a secret key owned by
said authentication target apparatus.
9. The authentication system according to claim 8,
wherein the public key shared between said authentication
apparatus and said authentication target apparatus is
generated from information on a radio wave observed
by said authentication target apparatus.
10. An authentication apparatus which observes a radio
wave from a radio star common to an authentication target
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apparatus at an observation time common to said authenti-
cation target apparatus, comprising:
an observation unit which observes a radio wave from the
common radio star at the common observation time;

an information reception unit which receives information
message sent from said authentication target apparatus;

an estimation unit which applies two-dimensional fast
Fourier transform in the direction of delay time axis
and in the direction of delay time ratio axis to the
information on the radio wave observed by said authen-
tication target apparatus included in the received infor-
mation message and information on the radio wave
observed by said authentication apparatus at each time
difference, and estimates two intersection positions of
a common wavefront delay line and a common delay
time ratio line on the earth, from the peak of the result
of the two-dimensional fast Fourier transform;

a retaining unit which retains position(s) of one or more

authentication target apparatus(s) in advance; and

a determination unit which settles authentication for the

information message as a success, in a case where a
position of said authentication target apparatus retained
in said retaining unit in advance and one of the esti-
mated two intersection positions correspond to each
other within a predetermined error range.

11. The authentication apparatus according to claim 10,
further comprising a preparation sending unit which sends a
preparation message for designating the common observa-
tion time and/or the common radio star to said authentication
target apparatus in advance.

12. The authentication apparatus according to claim 10,
further comprising a preparation reception unit which
receives a preparation message for designating an observa-
tion time and/or a radio star,

wherein said observation unit observes a radio wave, in a

case where the received preparation message desig-
nates an observation time, by regarding the designated
observation time as the common observation time, and
in a case where the received preparation message
designates a radio star, by regarding the designated
radio star as the common radio star.

13. The authentication apparatus according to claim 10,
further comprising an encryption communication unit which
performs encryption communication with said authentica-
tion target apparatus using an encryption key which is
designated in the information message, in a case where said
determination unit settles the authentication for the infor-
mation message as a success.

14. The authentication apparatus according to claim 10,
further comprising an encryption communication unit which
performs encryption communication with said authentica-
tion target apparatus using a common key which is selected
in advance in association with said authentication target
apparatus, in a case where the authentication for the infor-
mation message is settled as a success.

15. The authentication apparatus according to claim 10,
further comprising an encryption communication unit which
performs encryption communication with said authentica-
tion target apparatus using a common key which is generated
from a public key shared with said authentication target
apparatus, a secret key owned by said authentication appa-
ratus, and a secret key owned by said authentication target
apparatus.

16. The authentication apparatus according to claim 15,
further comprising a public key generation unit which
generates the public key shared with said authentication
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target apparatus, from information on a radio wave observed
by said authentication target apparatus.

17. A program product for controlling a computer to serve
as said authentication apparatus set forth in claim 10.

18. An authentication method of observing a radio wave
from a radio star common to an authentication target appa-
ratus at an observation time common to said authentication
target apparatus, said method comprising:

an observing step of observing a radio wave from the
common radio star at the common observation time;

an information receiving step of receiving an information
message sent from said authentication target apparatus;

an estimating step of applying two-dimensional fast Fou-
rier transform in the direction of delay time axis and in
the direction of delay time ratio axis to the information
on the radio wave observed by said authentication
target apparatus included in the received information
message and information on the radio wave observed
by said authentication apparatus at each time differ-
ence, and estimating two intersection positions of a
common wavefront delay line and a common delay
time ratio line on the earth, from the peak of the result
of the two-dimensional fast Fourier transform; and

a determining step of settling authentication for the infor-
mation message as a success, in a case where a position
of said authentication target apparatus which is retained
in advance and one of the estimated two intersection
positions correspond to each other within a predeter-
mined error range.

19. The authentication method according to claim 18,
further comprising a preparation sending step of sending a
preparation message for designating the common observa-
tion time and/or the common radio star to said authentication
target apparatus in advance.

20. The authentication method according to claim 18,
further comprising a preparation receiving step of receiving
a preparation message for designating an observation time
and/or a radio star,

wherein in said observing step, a radio wave is observed,
in a case where the received preparation message
designates an observation time, by regarding the des-
ignated observation time as the common observation
time, and in a case where the received preparation
message designates a radio star, by regarding the des-
ignated radio star as the common radio star.

21. The authentication method according to claim 18,
further comprising an encryption communication perform-
ing step of performing encryption communication with said
authentication target apparatus using an encryption key
which is designated in the information message, in a case
where authentication for the information message is settled
as a success.

22. The authentication method according to claim 18,
further comprising an encryption communication perform-
ing step of performing encryption communication with said
authentication target apparatus using a common key which
is selected in advance in association with said authentication
target apparatus, in a case where authentication for the
information message is settled as a success.

23. The authentication method according to claim 18,
further comprising an encryption communication perform
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ing step of performing encryption communication with said
authentication target apparatus using a common key which
is generated from a public key shared with said authentica-
tion target apparatus, a predetermined secret key, and a
secret key owned by said authentication target apparatus, in
a case where authentication for the information message is
settled as a success.
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24. The authentication method according to claim 23,
further comprising a public key generating step of generat-
ing the public key shared with said authentication target
apparatus from information on a radio wave observed by
said authentication target apparatus.
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